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A Fast Malicious Code Detection Method Based on Feature Fusion

WANG Shuo, WANG Jian, WANG Ya-nan, SONG Ya-fei
(Air Defense and Antimissile School, Air Force Engineering University, Xi’ an, Shaanxi 710051, China)

Abstract: With the development of anti-malicious code technology, malicious attackers multiply a large number of
malicious code variants by adding shell, code obfuscation and other technologies. However, traditional malicious code de-
tection methods are difficult to detect them effectively. Malicious code detection based on malicious code visualization has
been proved to be an effective method for identifying malicious code variants. The current research only focuses on improv-
ing the accuracy of model classification while ignoring the timeliness of malicious code detection. To solve the above prob-
lem, this paper proposes a fast malicious code detection method based on feature fusion. Based on the framework of deep
neural network and the idea of modular design, our method combines multi-scale malicious code feature fusion with chan-
nel attention mechanism to enhance typical feature expression. In addition, data augmentation technology is utilized to deal
with the problem of dataset category imbalance. The results of experiments indicate that the proposed method achieves high
classification accuracy, small number of parameters and high detection timeliness, which is superior to the current malicious
code detection technology.
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